COMPUTER APPLICATION
CLASS VII
ETHICS AND SEFTY MEASURES IN COMPUTING

ANSWER THE FOLLOWING:
1. What do you mean by ethics? What is it necessary?

Ans. Ethics is a set of moral principles that governs the behavior of a group or
an individual. Similarly, Computing Ethics is a set of procedures, moral
principles, and ethical practices that regulates the use of computer. It focuses
on ethical implementation and use of computing resources and includes new
issues that are raised by new technologies. It basically aims at encouraging IT
users to be responsible in order to utilize the technology tools judiciously,
respect views of others, and acknowledge the rights and properties of people
on the internet.
2. Write down any four ethical guideline which should be followed while using a
computer.
Ans. Some of the common ethical guidelines which should be followed while
using a computer, are given below:
e Do not use computer technology to cause disruption or interference in
other users’ work.
e Do not spy on another person’s computer data.
e Avoid buying pirated software. Pay for software unless it is free.
e Do not use someone else’s computer resources without an
authorization.
3. What is a malware?
Ans. Malware is a malicious program that attacks a computer and harms the
user’s data in many ways.
4. What is plagiarism?
Ans. Plagiarism refers to the act of using others’ ideas and works without
proper rights or without acknowledging the source of information.
5. How can we avoid plagiarism?
Ans. We can avoid plagiarism in the following ways:
a. We should obtain written permission from the copyright owner.
b. We should mention the source when using someone else’s content.




6. What is cyber bullying?
Ans. Cyber bullying is an act of threatening, harassing, humiliating,
embarrassing, or targeting a person by another person using the Internet,
digital technologies, or mobile phones.
7. How can we avoid cyber bullying?
Ans.We can avoid cyber bullying in the following ways:
a. We should keep personal information private.
b. We should inform our parents if we are cyber bullied by someone.
c. We should take a stand against cyber bullying.
d. We should Google ourselves to find out what information is open on the
Internet, and then take action to minimize such data.
8. Who is a white hat hacker?
Ans. White hat hacker is a person who breaks into a computer system for
the purpose of fixing flaws within the system and for improving security.
9. Who is a black hat hacker?
Ans. Black hat hacker is a person who gains unauthorized access to a
computer system for the purpose of stealing or corrupting data.
10.What is Spam?
Ans. Spam are unwanted e-mail which are business related and sent to the
e-mail account in bulk.
11.What do you know about computer viruses?
Ans. Computer Viruses are generally developed with a definite intention to
change computer files or cause inconvenience and annoyance to computer
users.
12.What do you understand by ‘Intellectual Property Rights’?
Ans. Intellectual property rights are the rights given to people for the
original creations of their minds. They usually give the creator an exclusive
rights over the use of his/her creation for a certain period of time.
13. Name the types of intellectual property rights.
Ans. The types of intellectual property protection rights are Copyright.
Patents and Trademarks.
14.What is a spyware?
Ans. The spyware program surveys our Internet behavior and copies our
passwords to use them for illegitimate purposes.
15.What do you know about software copyright law?
Ans. Computer software is covered by the laws, which covers a wide range
of intellectual property such as music, literature and software. The main




provisions of the act is to make illegal to:(i) Copy software.(ii) Run pirated
software.(iii) Transmit software over a telecommunication line, thereby
creating a copy.
16.List the measure taken by an individual to protect his/her rights to
privacy.
Ans.(i) Avoid being added to mailing lists.(ii) Make online purchase only
through secure websites.(iii) Never assume that your e-mail is private.(iv)
Be careful when posting to newsgroups.(v) Do not make online argument.
17.What is the difference between Junk and Junk e-mails.
Ans. Junk faxes: The unsolicited and unwanted messages receive from
unnamed senders, are junk faxes. junk e-mails: The unwanted messages
from various senders in an electronic mail box are junk e-mail.
18. What are software ethics?
Ans.-Software ethics refer to ensuring that the software being used is not
pirated or unauthorized. These also include developers should be given a
fair return of their work.
19.What are individual’s right to privacy?
Ans.- The right to privacy also involves the decisions pertaining to question
like what information about one’s self or one’s associations must a person
reveal to other under what conditions and with what safeguards? What
things can people keep to them and not be forced to reveal to others?
20.What is digital footprint?
Ans. The information about a particular user that exists on the Internet as a
result of their online activity is called the digital footprint of the user.




